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INFORMATION TECHNOLOGY -
FIBRE CHANNEL -

Part 432: Security Protocols - 2 (FC-SP-2)

FOREWORD

1. ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC partici-
pate in the development of International Standards through technical committees established by the respective
organization to deal with particular fields of technical activity. ISO and IEC technical committees collaborate in fields
of mutual interest. Other international organizations, governmental and non-governmental, in liaison with ISO and
IEC, also take part in the work.

2. The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an
international consensus of opinion on the relevant subjects since each technical committee has representation from
all interested IEC and ISO National bodies.

3. IEC and ISO documents have the form of recommendations for international use and are accepted by IEC and
ISO National bodies in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
and ISO documents is accurate, IEC and ISO cannot be held responsible for the way in which they are used or for
any misinterpretation by any end user.

4. In order to promote international uniformity, IEC and ISO National bodies undertake to apply IEC and ISO docu-
ments transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC and ISO document and the corresponding national or regional publication shall be clearly indi-
cated in the latter.

5. IEC and ISO do not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC and ISO marks of conformity. IEC and ISO are not respon-
sible for any services carried out by independent certification bodies.

6. All users should ensure that they have the latest edition of this document.

7. No liability shall attach to IEC and ISO or their directors, employees, servants or agents including individual
experts and members of its technical committees and IEC and ISO National bodies for any personal injury, property
damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this ISO/IEC document or any other IEC and ISO
documents.

8. Attention is drawn to the Normative references cited in this document. Use of the referenced publications is
indispensable for the correct application of this document.

9. Attention is drawn to the possibility that some of the elements of this ISO/IEC document may be the subject of
patent rights. IEC and ISO shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 14165-432 has been prepared by subcommittee 25: Interconnection of information technology
equipment, of ISO/IEC joint technical committee 1: Information technology. It is an International
Standard.

The text of this International Standard is based on the following documents:

Draft Report on Voting
JTC1-SC25/2999/CDV | JTC1-SC25/3029/RVC
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Full information on the voting for its approval can be found in the report on voting indicated in the above
table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in accordance
with ISO/IEC Directives, Part 1, available at www.iec.ch/members_experts/refdocs and www.iso.org/

directives

A list of all parts in the ISO/IEC 14165 series, published under the general title Information technology —
Fibre Channel, can be found on the IEC and ISO websites.

IMPORTANT - The "colour inside" logo on the cover page of this document indicates that
it contains colours which are considered to be useful for the correct understanding of its
contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

This standard describes the protocols used to implement security in a Fibre Channel Fabric. This standard
includes the definition of protocols to authenticate Fibre Channel entities, protocols to set up session keys,
protocols to negotiate the parameters required to ensure frame-by-frame integrity and confidentiality, and
protocols to establish and distribute policies across a Fibre Channel Fabric.
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INFORMATION TECHNOLOGY -
FIBRE CHANNEL -

Part 432: Security Protocols - 2 (FC-SP-2)

1 Scope

This part of 14165 is one of the Fibre Channel family of standards. This standard describes the protocols
used to implement security in a Fibre Channel Fabric. This standard includes the definition of protocols to
authenticate Fibre Channel entities, protocols to set up session keys, protocols to negotiate the
parameters required to ensure frame-by-frame integrity and confidentiality, and protocols to establish and
distribute policies across a Fibre Channel Fabric.
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ANSI INCITS 305-1998 (R2008), SCSI Enclosures Services (SES). Available at
https://webstore.ansi.org/Standards/INCITS/INCITS3051998R2018

ANSI INCITS 305-1998/AM1-2000 (R2008), SCSI Enclosures Services (SES) - Amendment 1. Available
at https://webstore.ansi.org/Standards/INCITS/INCITS3051998AM12000R2018

ANSI INCITS 461-2010, Fibre Channel - Switch Fabric - 5 (FC-SW-5). Available at
https://webstore.ansi.org/Standards/INCITS/INCITS4612010

ANSI INCITS 463-2010, Fibre Channel - Generic Services - 6 (FC-GS-6). Available at
https://webstore.ansi.org/Standards/INCITS/INCITS4632010

ANSI INCITS 470-2011, Fibre Channel - Framing and Signaling - 3 (FC-FS-3). Available at
https://webstore.ansi.org/Standards/INCITS/INCITS4702011

ANSI INCITS 477-2011, Fibre Channel - Link Services - 2 (FC-LS-2). Available at
https://webstore.ansi.org/Standards/INCITS/INCITS4772011

ANSI INCITS 487-2018, Fibre Channel - Link Services - 3 (FC-LS-3). Available at
https://webstore.ansi.org/Standards/INCITS/INCITS4872018

INCITS TR-49-2012, Fibre Channel - Device Attach - 2 (FC-DA-2). Available at
https://webstore.ansi.org/Standards/INCITS/INCITSTR492012R2017

RFC 1321, The MD5 Message-Digest Algorithm, April 1992. Available at http://www.ietf.org/rfc/rfc1321.txt

RFC 1994, PPP Challenge Handshake Authentication Protocol (CHAP), August 1996. Available at
http://www.ietf.org/rfc/rfc1994.txt

RFC 2104, HMAC: Keyed-Hashing for Message Authentication, February 1997. Available at
http://www.ietf.org/rfc/rfc2104.txt

RFC 2246, The TLS Protocol Version 1.0, January 1999. Available at http://www.ietf.org/rfc/rfc2246.txt

RFC 2401, Security Architecture for the Internet Protocol, November 1998. Available at
http://www.ietf.org/rfc/rfc2401 .txt

RFC 2403, The Use of HMAC-MD5-96 within ESP and AH, November 1998. Available at
http://www.ietf.org/rfc/rfc2403.txt

RFC 2404, The Use of HMAC-SHA-1-96 within ESP and AH, November 1998. Available at
http://www.ietf.org/rfc/rfc2404.txt

RFC 2410, The NULL Encryption Algorithm and Its Use With IPsec, November 1998. Available at
http://www.ietf.org/rfc/rfc2410.txt

RFC 2434, Guidelines for Writing an IANA Considerations Section in RFCs, October 1998. Available at
http://www.ietf.org/rfc/rfc2434 .txt
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RFC 2437, PKCS #1: RSA Cryptography Specifications Version 2, October 1998. Available at
http://lwww.ietf.org/rfc/rfc2437 .txt

RFC 2451, The ESP CBC-Mode Cipher Algorithms, November 1998. Available at
http://www.ietf.org/rfc/rfc2451..txt

RFC 2560, X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP, June 1999.
Available at http://www.ietf.org/rfc/rfc2560.txt

RFC 2616, Hypertext Transfer Protocol -- HTTP/1.1, June 1999. Available at
http://www.ietf.org/rfc/rfc2616.txt

RFC 2631, Diffie-Hellman Key Agreement Method, June 1999. Available at
http://www.ietf.org/rfc/rfc2631.txt

RFC 2865, Remote Authentication Dial In User Service (RADIUS), June 2000. Available at
http://www.ietf.org/rfc/rfc2865.txt

RFC 2945, The SRP Authentication and Key Exchange System, September 2000. Available at
http://www.ietf.org/rfc/rfc2945.txt

RFC 3279, Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile, April 2002. Available at http://www.ietf.org/rfc/rfc3279.txt

RFC 3526, More Modular Exponential (MODP) Diffie-Hellman groups for Internet Key Exchange (IKE),
May 2003. Available at http://www.ietf.org/rfc/rfc3526.txt

RFC 3602, The AES-CBC Cipher Algorithm and Its Use with IPsec, September 2003. Available at
http://www.ietf.org/rfc/rfc3602.txt

RFC 3686, Using Advanced Encryption Standard (AES) Counter Mode With IPsec Encapsulating Security
Payload (ESP), January 2004. Available at http://www.ietf.org/rfc/rfc3686.txt

RFC 3723, Securing Block Storage Protocols over IP, April 2004. Available at
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RFC 3748, Extensible Authentication Protocol (EAP), June 2004. Available at
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RFC 4072, Diameter Extensible Authentication Protocol (EAP) Application, August 2005. Available at
http://www.ietf.org/rfc/rfc4072.txt
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RFC 4106, The Use of Galois/Counter Mode (GCM) in IPsec Encapsulating Security Payload (ESP), June
2005. Available at http://www.ietf.org/rfc/rfc4106.txt
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